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Bopucos Amutpuin HUKonaesmy
Kadenpa nMHbOpMaLMOHHbIX CUCTEM

03.05.2023

PABOYAA NPOrPAMMA YYEEHOW OUCLUNIUHDI

51.0.49 be3onacHOCTb ONepaLMOHHbIX CUCTEM

1. Koa v HaumeHoBaHue HanpasneHuAa ﬂOArOTOBKM/CHeu,VIaanOCTM:

10.03.01 MHdopmaumoHHan 6e3onacHOCTb
2. MNpodwunb noarotosku/cneunanmsaums:
BesonacHOCTb KOMNbIOTEPHbBIX CUCTEM

3. KBanuoukauus (cteneHb) BbINyCKHUKA:
bakanaspuat

4. ®opma obyuyeHus:

OyHasn

5. Kadegpa, oTBeualowjasn 3a peanmsaumio GUCLLUMIUHDI:

Kadenpa nHPopmMaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBuHKoB AHApel KOpbeBuy, 4.T.H., npodeccop

7. PekomeHpoBaHa:

pekomeHaosaHa HMC ®KH 03.05.2023, npotokon Ne 7
8. YuebHbii roa;:

2025-2026

9.llenn 1 3apgaum yue6HOM AUCLUUN/IUHDI:

ObyuyeHure CTyaeHTOB NPUHLMMNAM NOCTPOEHMA 3almTbl HGopmaummn B OC M aHaNM3a HAAEKHOCTU UX 3aLLMUTbI.

OCHOBHble 3a4a4M ANCLMUMINHDI:

®  noaydyeHue 6a30BbIX 3HAHWUI O NPUHLLMMAX NOCTPOEHMA NnoacucTem 3awwmuTbl B OC pasnMYyHON apXUTEKTYPbI;

o 3HaKOMCTBO CO cpeacTtBamum U metogaMmm HeCaHKLLMOHMPOBAHHOIO A0CTyMNa K pecypcam 0oG;

e BblpaboTKa CMCTEMHOrO NoAxoda K npobneme 3awmtbl MHopmaumn 8 OC;

o oB/lageHne mexaHnamamu 3allnTbl MHd)OpMaLI,VIVI n n3yyvyeHume BO3MOMHOCTEN MO UX npeoaoneHuto.

10. MecTo yueb6HOM aucUUNAKHBI B CTPYKType OONM:

OucumnnmHa obsasatensHol Yactu (61.0). BxoaHble 3HaHMA: «OnepaLyoHHbIe CUCTEMbIY



11. NMnaHupyemble pe3ynbtaTtbl 06yyeHMA No aAncunnamHe/moaynio (3HaHUA, yMeHUA, HaBblKU), COOTHECEHHbIE C
nAaHMpPyembiMU pesynbTaTaMu 0CBOEHUA 06pa3oBaTesibHOM NPorpaMmmbl (KOMNETeHUMAMM BbiMYCKHUKOB) U

UHAUKATOPaAMU UX AO0CTUXKEHUA:

Kopa, v Ha3BaHMe KomneTeHuumn

Koa v Ha3BaHWe MHAMKaTopa
KOoMmMNeTeHuMUn

3HaHWA, YMEHUA, HABbIKK

OMNK-1.1 CnocobeH
pa3pabaTbiBaTb U pPeann3oBbIBaTb
NOAUTUKM YNpPaBAEHUA AOCTYNOM
B KOMMbIOTEPHbIX CUCTEMAX;

OMK-1.1.1 3HaeT apxXUTeKTypy n
NPUHLMMIbI NOCTPOEHUA M 3aLLUTDI
onepaumoHHbIX CUCTEM

3HaeT apXMTEKTYPYy M NPUHLLMMbI
MOCTPOEHUA U 3aLMUTbI ONEePALUOHHbBIX
cucrtem

OMK-1.1 CnocobeH
paspabatbiBaTh M peann3oBbIBaTb
NONTUKM YNPaBAEHNA JOCTYNOM
B KOMMbIOTEPHbIX CUCTEMAX;

OMMK-1.1.2 3HaeT nporpaMmmHble
MHTepdelicbl HaCTPOEK NOAUTUK
ynpaB/ieHMA AOCTYNOM B
OonepaumMoHHbIX CUCTeMax

3HaeT nporpaMmHble UHTepdEnchbI
HacTPOEeK NOMNTUK yrpaBAeHUs
[OCTYNOM B ONEPaLMOHHbIX CUCTEMAX
UNIX, FreeBSD, GNU/Linux n MS
Windows

OrMK-1.1 CnocobeH
pa3pabaTbiBaTh M peann3oBbIBaTb
NONUTUKN YyNpPaBieHNA AOCTYNOM
B KOMMbIOTEPHbIX CUCTEMAX;

OlMK-1.1.3 ymeeT ncnonb3oBaTb
CcpeAcTBa 3aWMTbl MHPOPMaL MK
OnepaLMOHHbIX CUCTEM ANA
NPOTUBOAENCTBUA YrPO3am
6e3onacHocTM nHopMaL MK

YMeeT 1cnosib3oBaTb BCTPOEHHbIE
CcpeAcTBa 3aWMTbl MHOPMaL MK
onepaumnoHHbix cuctem GNU/Linux u
MS Windows ana npotusogencrauns
yrposam 6esonacHocT MHGopmMaLmUm

OMMK-1.1 CnocobeH
pa3pabaTbiBaTb U peann3oBbIBaTb
NOJINTUKM YNPaBAEeHUSA AOCTYNOM

B KOMMbKOTEPHbLIX CUCTEMAX;

OlMK-1.1.4 BnageeT HaBblKaMu
HACTPOMKM aHTUBUPYCHOM 3aLLUTDI
npu obecneyeHnn 6e30nacHOCTU
OnepaLMOHHbIX CUCTEM

Bnageet HaBblKaMy HaCTPOMKM
aHTMBMPYCHOM 3alLMTbl U CETEBOTO
9KpaHa onepaLoHHbIX CUCTEM
GNU/Linux n MS Windows

12. O6bem AUCUMNAUHDBI B 3a4ETHbIX eguHuuax/vac:

2/72

dopma NpomeKyTOUHOI aTTecTauum:

3ayeT C oUeHKoM, KoHTponbHan paboTa

13. TpyaoemKocCTb o BMAam yuyebHou paboTbl

Bug, yuebHoli paboTbl CemecTp 6 Bcero
AyanTOpHbIE 3aHATUA 60 60
JIeKUMOHHble 3aHATUA 30 30
MpakTnyeckne 3aHATUA 0 0
JTabopaTopHble 3aHATUA 30 30
CamocTonaTenbHasn paboTa 12 12
KypcoBas paboTa 0 0
MpomexKyToyHaa aTrecTaumna 0 0
Yacbl Ha KOHTPOb 0 0
Bcero 72 72
13.1. Copep»KaHue AUCUUNIUHDI
n/n HanmeHoBaHMe Cofep»aHue pasgena Peanusauus pasgena AUCUMNANHBI C MOMOLLbIO
pasgena ONCLUNANHBI OHJMalH-Kypca, IYMK
AVCUMNANHDI
1. lekyun
1.1 OCHOBbI 3aLLUTbI Obuwue TpeboBaHUA K https://edu.vsu.ru/course/view.php?id=15499
nHpopmaLmm B 3awwmTe nHpopmaymu,
onepaumoHHbIX TEXHUYECKue U
cucTemax afMUHUCTPATUBHbIE

MEeTO/bl 3aLMThI,
YPOBHU foBEPUS,




n/n HanmeHoBaHMe ConepxaHue pasgena Peanusaums pasgena AMCUMNANHBI C MOMOLLbIO
pasgena ONCLUNANHDI OHJMalH-Kypca, 3YMK
OVCUMMINHDI
NOAUTUKM
be3onacHocTy,
NPOGUIMN 3aLLMUTHI
1.2 YnpasneHue O61beKTbl, cybbeKTbl U https://edu.vsu.ru/course/view.php?id=15499
[0CTynom MeToZbl AOCTYNa,
MOAENW yNpaBieHus
[OCTyrnom,
M30/IMPOBaHHasn
nporpammHas cpega
1.3 AyTeHTndUKaumn daKTopbI https://edu.vsu.ru/course/view.php?id=15499
nonb3oBaTesnel 1 ayTeHTUdMKaLMK,
nposepka XpaHeHne naponen,
LLe/IOCTHOCTH ayTeHTUdMKaLMA No
nHbopmamn OTKPbLITOMY KaHany,
0HOPa30Bble Naposn,
MHOrodaKTopHasn
ayTeHTUdMUKaumA
1.4 PasrpaHunyeHne Basosasa mogenb https://edu.vsu.ru/course/view.php?id=15499
foctyna s Unix n pasrpaHuyeHuna
Unix-nogo6Hbix AocCTyna B
cncTemax UNIXnoao6HbIx
cucTemax, yder
nosnb3osaTenei n
XpaHeHWe naponeu,
perucrpaums
nosb30BaTeNie U BXoa,
B cuctemy, PAM
1.5 MeToabl 3aWuThbI Bo3morKHOCTK https://edu.vsu.ru/course/view.php?id=15499
MHOopMaLmM B (capabilities) noTokos B
Linux Linux, ynpasneHue
BO3MOXHOCTAMM,
CMUCKM KOHTPOAIA
goctyna Linux,
[OMO/IHUATE IbHbIE
aTpubyThl palinos,
n3onAums
(npocTpaHcTBa MMEH) B
Linux, cuctema sudo,
seccomp, SELinux,
AppArmor
1.6 MeTobl 3aLWuThbI [JecKkpuntopsbl 3aLWuThl https://edu.vsu.ru/course/view.php?id=15499
UHbOpPMaLmM B M MapKepbl A0CTYNa,
Windows onmueTBopeHue,
CMUCKM KOHTPOIA
poctyna 8 Windows
1.7 OcHOBbI CeTeBoM MexKceTeBoi aKpaH https://edu.vsu.ru/course/view.php?id=15499
6e3onacHocTH Linux n Windows
1.8 Ayaut B *ypHanbl ayamTa Linux | https://edu.vsu.ru/course/view.php?id=15499
onepauMOoHHbIX 1 Windows, ¢punbTpbl
cucTemax ayauta

2. MpaKTnyeckue
3aHATUA




n/n HanmeHoBaHMe ConepxaHue pasgena Peanusaums pasgena AMCUMNANHBI C MOMOLLbIO
pasgena ONCLUNANHDI OHJMalH-Kypca, 3YMK
OVCUMMINHDI
3. labopaTopHble
paboTbi
3.1 YnpasneHue Co3pgaHue yyeTHoM https://edu.vsu.ru/course/view.php?id=15499
nosib3oBaTeNAMM B 3anucum,
Linux npucoeanHeHue K
rpynre, 3ameHa
nporpammbl (060104KK)
nosb3osaTens,
co3gaHue
ncesAononbL30BaTeNn
ONA 3anycka
nporpammbl
3.2 KoHTponb Bbluncnenve n https://edu.vsu.ru/course/view.php?id=15499
LLe/IOCTHOCTH NMPOBEpPKa KOHTPOJIbHOM
¢dainos B Linux CYMMbI, MPOBEpPKa
LLe/IOCTHOCTK
Nporpammbl Npu
3anycke
3.3 MN3yyeHne PAM Peanusauma moayns https://edu.vsu.ru/course/view.php?id=15499
PAM, peanusytowero
ayTeHTUdMKaLMIO No
cepuitHomy Homepy
yctpoiictea USB
3.4 MN3yueHune YcTaHOBKa https://edu.vsu.ru/course/view.php?id=15499
BO3MOKHOCTEM BO3MOXKHOCTEN
(capabilities) Linux nporpammel AnA
BbIMOJIHEHUSA
NPUBMAETMPOBAHHbIX
nencrteunii 6es
MCNoNb30BaHMA root
3.5 M3yyeHune CosgaHue https://edu.vsu.ru/course/view.php?id=15499
N30/1ALMM N30/IMPOBaHHOM
pecypcos Linux ceTeBO cpeapbl,
Co34aHue CeTeBoro
TYHHENs 418 AoCTyna K
M30/IMpPOBaHHOM cpese,
yTuauta unshare,
¢dainosan cuctema
/sys/fs/cgroup/
3.6 MN3yyeHmne CospaHue npasuna ana | https://edu.vsu.ru/course/view.php?id=15499
noacmctembl sudo KOHKPETHOro
nosb3osaTens
3.7 MN3yyeHmne OrpaHuyeHmne 3anycka https://edu.vsu.ru/course/view.php?id=15499
noacucTemsl nporpamm u gocTyna K
seccomp daitnam 3a cuet
peanunsauum GunbTpa
CUCTEMHBIX BbI30BOB
3.8 MN3yyeHune CosfaHue npasun ans https://edu.vsu.ru/course/view.php?id=15499
MeXCeTeBoro netfilter,

3KpaHa Linux

OorpaHM4YmnBarOLWnNX




n/n HavmeHoBaHUe CopepraHue pasgena Peanusauua pasgena gucumnanHbl C NOMOLLbLO
pasgena ONCLUNANHDI OHJMalH-Kypca, 3YMK
AUCUMNANHbI
[OCTYN K OTAEbHbIM
ceTeBbIM MPOTOKONAM U
nopTam
3.9 MN3yyeHune Co3faHue npasumn https://edu.vsu.ru/course/view.php?id=15499
MeXaHn3mMoB MOIMTUKUN OFPaHNUYEHNA
orpaHuyeHus 3anycka nporpamm
3anycKa nporpamm
B8 Windows
3.10 MN3yyeHmne CosfaHue npasun ans https://edu.vsu.ru/course/view.php?id=15499
MEKCeTeBOro BpaHamayapa,
3KpaHa Windows OrpaHMYMBaKOLLUX
[OCTYN K OTAE/bHbIM
ceTeBbIM NMNPOTOKO/1aM U
nopTam
13.2. Tembl (pa3genbl) AUCUMNAUHDI U BUADI 3aHATUIA
Ne HavmeHoBaHue JleKuyoHHbIe MpakTnyeckme NabopaTopHble CamocrtoaTenbHaA Bcero
n/n | Tembl (pasgena) 3aHATUA 3aHATUA 3aHATUA pabota
1 OcHOBbI 3aLWMThI 4 0 0 0 4
nHdopmauumn B
OnepaumoHHbIX
cmcTemax
2 YnpasneHue 2 0 0 0 2
40CTynom
3 AyTeHTudUKauma 4 0 0 0 4
nosnb3oBaTtenen n
npoBepKa
LLe/IOCTHOCTH
nHdopmauun
4 PasrpaHunyeHune 4 0 0 1 4
goctyna B Unix n
Unix-nogo6HbIx
cmcTemax
5 MeToap! 3aWmThI 4 0 0 0 4
nHdopmauun B
Linux
6 MeToAap! 3aLWmThbI 4 0 0 0 4
nHoopmauumn B
Windows
7 OcHOBbI ceTeBOM 4 0 0 0 4
6e3onacHocTH
8 AyanT B 4 0 0 0 4
OonepaLmoHHbIX
cmcTemax
9 YnpasneHue 0 0 2 1 3
nonb3oBaTeNAMM B
Linux
10 KoHTponb 0 0 2 1 3
LLe/IOCTHOCTH
¢dainos B Linux
11 N3yyeHune PAM 0 0 4 2 6




Ne HavmeHoBaHue JleKunoHHble MpakTnyeckme JlabopaTopHble CamocrtoaTenbHasn Bcero
n/n | Tembl (pa3gena) 3aHATUA 3aHATUA 3aHATUA paboTa

12 N3yyeHune 0 0 2 1 3
BO3MOXHOCTEMN
(capabilities) Linux

13 N3yyeHune 0 0 4 2 6
M301ALMN pecypcos
Linux

14 N3yyeHune 0 0 4 1 5
noacmcrembl sudo

15 N3yyeHune 0 0 2 1 3
noacucTemsl
seccomp

16 N3yyeHune 2 1 3
MEeXaHM3MOB
orpaHuyeHusa
3anycKa nporpamm
B Windows

17 MN3yyeHune 0 0 4 1 5
MeXceTeBOoro
3KpaHa Linux

18 MN3yyeHune 0 0 4 1 5
MeKCeTeBoro
3KpaHa Windows

30 0 30 12 72

14. MetoguuecKkue yKasaHUA gna obyuyaloWmxca No OCBOEHUIO AUCLMUMN/UHDI

OucumnnvHa TpebyeT paboTbl ¢ pailamn-NpeseHTaUUAMMN NEKLUIN U COOTBETCTBYIOLLMMM I1aBaMn PEKOMEHA0BAHHOM
OCHOBHOMI NMTEPaTYpPbIl, a TaKKe, 0653aTe/IbHOro BbINOAHEHWNA BCeX 1abopaTOPHbIX 3a[4aHMIN B KOMMbLIOTEPHOM K/acce.

CamocTonTenbHasn paboTta NPOBOAUTCA B KOMMbIOTEPHbIX KAaccax PKH ¢ Mcnonb3oBaHMeM METOAMYECKMX MaTePMANOB
pacnofioXeHHbIX Ha ydebHo-meToamnyeckom cepsepe PKH "\\fs.cs.vsu.ru\Library" u Ha cepsepe Moodle BIy
moodle.vsu.ru, Bbino/siHeHMEM 33434 KOHPUTYPUPOBaAHMA BUPTYannsnposaHHol NC. Bo Bpema camocToAaTeIbHOM
paboTbl CTYAEHTbI UCMOJIb3YIOT 3/IEKTPOHHO-6MBANOTEUYHbIE CUCTEMbI, AOCTYMNHbIE HA NopTane 30HanbHOW BubnvoTekn
BrY no agpecy www.lib.vsu.ru. Yactb 3agaHunii MOXKeT 6bITb BbIMO/HEHA BHE ayAUTOPUIA HA AOMALLHEM KOMMbIOTEPE,
rnocne KonmpoBaHMA MeTOAMYECKMX YKa3aHUi 1 Heobxoammoro MO c yyebHo-meToanyeckoro cepsepa ®KH.

MpY NCNONb30BaHUN AMCTAHLUMOHHbIX 06pa30BaTe/IbHbIX TEXHONOMMIA U 3/IEKTPOHHOIO 06YUYEeHUSA BbINOAHATL BCE
yKa3aHusa npenogasarteneii, BOBpemMa NoAx/1to4aThca K online 3aHATUAM, OTBETCTBEHHO NOAXOAUTL K 3a4aHUAM A4
CamMoCToATENIbHOM PaboThbl.

15. MNepeyeHb OCHOBHOW M AONONHUTENbLHOI INTEPATYPbI, PECYPCOB UHTEPHET, HEOBXOANMDBIXANA OCBOEHUA
ANCLUNAUNHDI
a) OCHOBHasA MTepaTypa:

No MCTOYHMK

1 TexHonornu obecriedeHms 6esonacHOCTM MHGOPMALIMOHHBIX cUCcTeM : yuebHoe nocobue / A. /1.
MapyxneHko, /1. 0. MapyxneHko, M. A. Ebpemos 1 ap. — Mocksa ; bepauH : Qupekt-Megma, 2021. — 210 c.
// 9BC YHusepcutetckaa 6ubnmnoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) oononHUTENbHAA AUTepaTypa:

No MCTOYHMK
n/n
1 Mpoxoposa, O. B. UHPopmaLmoHHas 6e3onacHOCTb 1 3almTa MHGopmaLmm : y4ebHuk / O. B.

MpoxopoBsa ; CamapcKumii rocyAapCTBEHHbIN apXUTEKTYPHO-CTPOUTEbHBIN YyHUBEpcUTeT. — Camapa :




CamapCKu1il rocyaapCTBEHHbIN apXUTEKTYPHO-CTPOUTE/IbHBIN yHUBepcuTeT, 2014, — 113 c. // 36C
YHuBsepcutetckan 6ubnunoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

8) MHGOPMALMOHHbIE 3N1eKTPOHHO-06pa3oBaTe/IbHbIe Pecypcbl:

Ne n/n NCTOYHMK

1 Bubnunoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuyebHo-meToguueckmnx matepmnanos ®KH, \\fs.cs.vsu.ru\Library

3 O6pasoBaTenbHblii NopTan "IeKTPOHHbIN yHUBepcuteT BIY", http://edu.vsu.ru
16. NMepeueHb yue6HO-MmeTOANYECKOrO 0becneyeHUa ANA CaMOCTOATENbHOM paboTbl

Ne n/n NCTOYHMK

1 Cepsep yuebHo-meToauueckmnx matepmanos ®PKH, \\fs.cs.vsu.ru\Library

2 O6pasoBaTenbHblii NopTan "INeKTPoHHbIN yHuBepcuTeT BIY", http://edu.vsu.ru

17. O6pasoBaTenbHble TEXHONOMMU, UCNOMb3yeMble NPU peanusaumm yuebHoi AMCUMNANHDI, BKAOYas
AUCTaHUMOHHbIe obpa3oBaTenbHble TexHonorum (A0T), anekTpoHHOoe 06yyeHue (30), cmewaHHoe obyueHue):

JNlekunn-B13yannsaLmm ¢ 4EMOHCTPALMEN UNNOCTPATUBHBIX U rpadUyecKMx MaTepManos, aHMMauum, baok-cxem
a/ITOPUTMOB U NMPUMEPOB UCXOAHOTO KOAa, AEMOHCTPALLMEN BbIMO/IHEHMA KOMaHZ, ONepaLMOHHON CUCTEMOM,
nabopaTtopHble paboTbl.

I'IpM peannsaunn ANCUNNINHbI MOTYT MCNMONb30BaTbCA TEXHO/TOTUN S/IEKTPOHHOIO o6yl-|eva N ANCTaHUMOHHDbIE
O6pa3OBaTEI'IbeIe TEXHO/I0rMM Ha base noptana edu.vsu.ru, a TaKXXe Apyrne gocCTtynHblie pecypcbl CeTHn MHTepHET.

18. MaTepMaanO-TEXHM‘-IECKOE obecneyeHue ANCUUNNIUHDI:

1. JleKunoHHas ayaMTopus, OCHaLLEHHasn BUAEOMNPOEKTOPOM.
2. KomnbloTepHbIit Knacc gaa nposeaeHua 1abopaTopHbIX 3aHATUIN, OCHALLLEHHbI BUAEOMPOeKTopa U1
KOMMbOTEPAMM C onepaumoHHoi cuctemoit GNU/Linux.

19. OueHouHbIE CpeacTBa ANA NPOBeAeHUA TeKyLel U NPOMEXKYTOYHOM aTTecTauui

MopAAOK OLEHKM OCBOEHMA 0BYYaoLWMMMCA Y4ebHOro MaTepunana onpeaenaeTca coaep aHnem cneayrowmx
pa3aenos AUCUUMINHDI:

No Pasgenbl gncumnamnHbl Kog KomneteHumn Kop nHpykatopa OueHouHble cpeacTBa
n/n (moaynun) ONA TeKYLLEN aTTecTauum
1 OcHoBbI 3aLWmTbl MHGOPMALUK B OnK-1.1 ONnK-1.1.1 CobecenoBaHue

onepaLMoHHbIX CUCTEMAX
AyTeHTUdUKaLMA NoNb30oBaTeNEN U
NPoBepKa LLeSIOCTHOCTH
nHdopmauun

OcHoBbI ceTeBOM 6e3onacHoCTH
AyauT B onepaLMOHHbIX CUCTEMAX

2 YnpasneHue ocTynom OnK-1.1 OMnK-1.1.2 CobecenoBaHue
Pa3srpaHunyenune goctyna B Unix u
Unix-nofgo6HbIx cuctemax

MeTozb! 3aLWmTbl MHPOPMaLuKM B
Linux

MeToabl 3aLmThl MHGOPMaLIMK B

Windows
3 YnpasneHne nonb3oBaTensimm B OMK-1.1 OMK-1.1.3 JNabopaTtopHble paboTbl,
Linux KoHTponbHas pabota

KoHTponb uenoctHoctn palinos B
Linux
N3yyeHune PAM

M3yyeHne BO3MOXKHOCTEN
(capabilities) Linux




Neo Pasgenbl gncumnamnHbl Kog KomneTteHumun Kop nHaukatopa OueHo4YHble cpeacTBa

n/n (moaynun) ONA TeKyllen aTTecTaumm
MN3yyeHune noacmctemsl sudo

4 MN3yyeHune noacmcTeMbl seccomp OMnK-1.1 OmnkK-1.1.4 NabopaTtopHble paboTbl,
M3yueHne mexaHM3mMoB KoHTponbHas paborta

OrpaHnYeHua 3anycka nporpamm B
Windows

MN3yyeHne mexKceTeBOro sKpaHa
Linux

M3yyeHne meKceTeBOro sKpaHa
Windows

MpomesKyTouHasa aTTecTaums
dopma KOHTpOAS - 3a4eT € oLeHKoM, KoHTponbHan paboTta
OugeHouHble cpeacTsa ANA NPOMENKYTOUHON aTTecTauum

1. CobecepoBaHue
2. KoHTponbHas paboTta

20 TunoBble oLEeHOYHbIE CPeACTBA U METOANYECKUE MaTepuabl, onpeaensouiue npoueaypbl oLeHMBaHUA
20.1 TeKywuMit KOHTPONb YCIEBAEMOCTH

TeKyLLMIA KOHTPO/Ib YCNIEBAEMOCTU BbIMOAHAETCA No 1abopaTopHbIM paboTam.

Mo KaxAaol BbINONHEHHOW paboTe AoXKeH ObITb NPeaoCTaBAEH OTYET, BKAOYAIOLWLMA MCXOAHbIN KoA, pa3paboTaHHbIX
Nporpamm 1 onMcaHune Noay4yeHHbIX pe3ynbTaTos. o oTYeTy NpenogasaTenb BNpase 3a4aTb AOMNOAHUTE/IbHbIE
BOMPOCHI A1 YTOYHEHMA YPOBHA MOHMMaHUA MaTepurana. JlTabopatopHas paboTta oueHMBaeTca Makcumym B 100
6annos.

MpuBeaEHHbIE HUXKE 3aaHNA PEKOMEHAYeTCA MCNOo/b30BaTh NPW NPOBEAEHMM ANArHOCTUYECKUX PaboT ANs OLEHKU
OCTaTOYHbIX 3HAHWI NO AUCUMNINHE

KomneteHuyusa OlK-1

3a4aHu1s 3aKPbITOro TMna

1) KaKue 13 nepeyncsieHHbix ganee MeToAoB 3aWwmuTbl MHGOPMALMKN OTHOCATCA K TEXHUYECKMM METOLAM 3aLLMThI
a) Pa3paboTka NonnTHKKM 6e30nacHoOCTM
b) KoHTponb uenoctHoct nHdopmaLmm
c) PasrpaHunyeHune goctyna
d) Co3gaHue 1 xpaHeHWe pe3epBHbIX KONWUi LLeHHoM nHdopmMmaLmm
e) Kpuntorpaduueckas 3awmTa
f) AyamT 6e3onacHocTn
2) Mcesgononb3osatenu B UNIX n UNIX-nogo6HbIX cucTemax 31o

a) 3aperncTpmpoBaHHble NoAb30BaTeNN (eCTb YYETHas 3aMmMcb B CUCTEME), KOTOPbIE HE acCOLMMPYHOTCA C
YesI0BEKOM

b) Monb3osatenu, paboratoline B cUCTEME YAANIEHHO
c) Monb3oBartenu, AOCTYN KOTOPbIX B CUCTEMY BPEMEHHO OrPaHUYeH
d) HusKkokBanuuLUMpoBaHHbIE NOb30BaTENM
3) OnepaumMoHHas cMcTeMa Ha3blBaeTCA 3aLUMLLEHHOW, eC/u
a) HasHaueH cUCTeMHbI agMUHUCTPATOP
b) OHa He nogkntouyeHa K ceTn MHTepHeT
c) B Heli peann3oBaHbl cpeacTBa 3aWmThl MHGOPMALLMK

4) Ncnonb3oBaHue mogenu ynpasaeHna 40CTyNnOM TUna N30s1IMpoBaHHaA NporpaMmmHan cpeaa obecneunsaet




a) CyLecTBeHHOe MOBbIWEHMEe 3aLLMLLEHHOCTM OT NPOrPaMMHbIX 3aK1aZ0K MO CPABHEHUIO C ANCKPELIMOHHOM
MOZENBIO
b) BbICOKYIO HaZEXHOCTb 3aLLMUTbl OT YTEUYKM MHDOPMALLUK
5) TMepeuncnnTte NyHKTbI, onpegensolwme obuwme TpeboBaHMA K 3aWwmTe MHbGopmaLmm
a) CoxpaHeHwue KonmyecTsa MHGoOpMaLmm
b) CoxpaHeHuMe uenocTHoCcTU MHPopMaL MK
c) CoxpaHeHune dopmaTa npeacTaBaeHUa MHGopmaLmum
d) CoxpaHeHune gocTynHOCTY MHPOpMaLMm
e) CoxpaHeHne KoHOUAEHLMANbHOCTU NHGOPMALLMM
OTBeETbI Ha BOMPOCHI

Homep Bonpoca Ortser (bykBa)
1 b,c.ef

2 a

3 o

4 a

5 b,d.e

3a4aHnA OTKPbITOro TMna

1) CkoabKO METOJIOB JOCTYIA pa3IuvIaeTCs B TPAAUIUOHHON Moaenu pasrpanndeHus goctyna UNIX

2) Hanuummre KoMaHy, 4TOOBI HA3HAYKMTH MOJIB30BATEIIS ivan BiajaensiieM (daiina ¢ umenem file B Tekyiem katanore

OTBeTbl Ha BOMPOChHI

Homep Bonpoca OTser
1 3
2 chown ivan file uan chown ivan ./file

3a4aHu1s C pa3BEPHYTbIM OTBETOM

1) [Oavite onpegeneHve NoANTUKKM 6€30MacHOCTU
2) [aiite onpeaeneHve npasa gocTyna

OTBeTbI Ha BOMPOChHI

Homep Bonpoca Kputepumn oyeHnsaHuA

1 [MonnTtnka 6esonacHoOCTM — 3TO Habop Npasu,
pernaMmeHTUPYOLWUX NOPALOK XpaHEHMA 1 06paboTKn
nHdopmaumnn]

Obyuatowmiica gan npasubHoOe onpeaeneHme NoanUTUKK
6e3onacHocTu — 3 banna

Ob6yuatowminca aan npaBuibHOE onpeaeneHne NosiMTUKN
b6e3sonacHocTU. OTBET COAEPKUT HE3HAUUTE/IbHbIE HETOYHOCTU — 2
banna

Obyuvatowminca aan He TOYHOE onpeaesieHne NoIMTUKK
b6e3sonacHocTn. OTBET He CoAEePKUT rpybbix OLWMBOK UIn
HeToyHocTel — 1 6ann

Obyuatowminca aan He TOYHOe onpeaesieHne NoIUTUKK
6e3onacHocTn. OTBET COAEPKMUT rpybble OLMBKM U HETOUHOCTU — 0
6annos




[MpaBo mocTyna — 3To BO3MOXHOCTb Cy6beKTa 4OCTyrna BbINOJHATh
[0CTyN K 06beKTy A0CTyNa Mo HEKOTOPOMY MeToAy A0CTyna]

Obyuatowminca gan npasuibHOe onpeaeneHune npasa goctyna — 3
6anna

Obyuatowmiica Jan npasuabHoe onpeaeneHue npasa AoCcTyna.
OTBET COAEPKUT HE3HAUUTEIbHbIE HETOYHOCTM — 2 6anna
Obyuvatowmiica fan He TOYHOe onpeaeneHne nNpasa AoCTyna.
OTBeT He COAEePKUT rpybdbIX OLIMBOK U HETOYHOCTElN — 1 6ann
Obyuvatowmiica fan He TOYHOe onpeaeneHne nNpasa 4oCTyna.
OTBeT coaepKUT rpybbie owmbKM Uam HeTouHocTH — O 6ansios

20.2 TllpomeXKyTouHas aTrectaumsa

3apaHuA K KOHTPO/IbHOU paboTe

1.

10.

B onepaumoHHoi cucteme GNU/Linux co3aainte y4eTHYHO 3anmcb NCEBAOMNO/b30BaTENA A1 3aMyCKa NPorpammbl
date

B onepaumoHHol cucteme GNU/Linux onpeaenute npasuio sudo, KOTopoe No3sosdeT nosb3osartesto userl
BbINO/IHATb OT MMeHM user2 KomaHapl mkdir v rmdir

B onepauunoHHol cucteme MS Windows co3gaiTe y4eTHyHo 3anmcb nonb3osatena Windows v paspelwnte eMmy BXoz,
B CMCTEMY TONbKO C MOHeAeIbHMKa Mo NATHULY ¢ 8 Ao 17 Yacos

B onepauuoHHon cucteme GNU/Linux onpeaenvte npasuao sudo, KOTOpoe No3BOo/AET Y1eHaM rpynmbl operaror
BbIMOJIHATL KOMaHAbl /mount 1 /umount 6e3 BBoga napons

B onepaumoHHol cucteme GNU/Linux co3aaiTe NpaBmnio MexXCceTeBoro sKkpaHa 415 3anpeTa A0CTyna C I0Ka/bHOro
KomnbtoTepa K canty www.anekdot.ru

B onepauunoHHol cucteme MS Windows ¢ ncnosib3oBaHMeEM KOMaHAHOW CTPOKKM co3galiTe npasuao bpaHamayapa
AN BNOKMPOBKM BXOAALLMX 3X0-3aNPOCOB B NyOANYHbIX CETAX

B onepaumoHHol cucteme GNU/Linux co3aaiTe y4eTHYHO 3anmcb No/b30BaTeld C Co34aHMeM Napos Npu nepesom
BXOZE MO/1b30BATENA B CUCTEMY M OrPaHMYbTe CPOK AelcTBUs naponsa Ao 10 aHel

B onepauunoHHoli cucteme MS Windows co3gaiTe y4eTHYHO 3anmMcb HOBOro nonb3osatensa Windows 1 orpaHuybTe
cpok ee gencrens go 10 gHeit

B onepauunoHHol cucteme MS Windows 3anpeTute 3anyck pefakTopa peectpa

B onepaumoHHol cucteme GNU/Linux cozaaitte cooblieHme, Kotopoe byaeT otobpaxkaTbCsi B KOHCOAM Npu
Ka*KAOM BXOAe Nosb30BaTeNA B CUCTEMY

OnucaHue TeEXHONOTUN nposeaeHuUA

KoHTposibHble paboTbl BbINOMHAKOTCA Ha KOMMNbIOTEPE U HA NPOBEPKY CAAETCA UCXOAHbIN KOA UM IMCTUHT KOMaHZbI
nHTepdelica KOMaHAHOW CTPOKM

Tpe6oBaHUA K BbINOAHEHUIO 3a4aHUA (MK LWKabl U KPUTEPUMN OLLEHUBAHUA)

B KOHTpOl'IbHOﬁ pa60Te BCe 33, aHNA OLUEeHMBATCA B 5 6annos (Machmaano BO3MOXHaA CymmMa npwu BbINONTHEHUN

BCex 33AaHMVI -50 6annos). an OLMNBKAX B BbINOJAHEHNN 3a4aHnA U1 He NOJIHOM BbINOJIHEHUM OLLEHKA 3a 3adaHne

CHuKaeTcA. OLEeHKa 32 KOHTPO/IbHYO paboTy onpeaensercs Kak cymma 6annos, HabpaHHbIX 3a BCe 3a4aHUS.

I1epe'-|e|-|b BOMPOCOB K coGece,qosaHmo

1.

2.
3.
4

06Lwwue TpeboBaHUA K 3aLimTe MHGOPMaLMK. TeXHUYECKME M aAMUHUCTPATUBHbIE METOAbI 3aLLMTbI.
MonnTuka 6e3onacHoCTU.

YpoBeHb gosepus. OLueHOUYHble YpoBHU AoBepus. Mpoduib 3aLmThbl.

YnpasneHue goctynom. O6beKkTbl, CybbeKkTbl, MeToabl gocTyna. Mpaso goctyna. Npusunerus. MoaHomoums.
Ponb. Cynepnonb3oBaTeib.

TunoBble MOAENM yNpaBAeHUs AOCTYNOM (AaTb obLiee onpeaeneHne AUCKPELMOHHOIO YyNPaBAeHUA JOCTYNOM,
MaHZaTHOrO ynpas/ieHue AOCTYNOM M M30/IMPOBaHHOM MPOrpaMMHON cpesbl)



6. [uckpeunoHHOe ynpasieHue goctynom. Matpuua goctyna. MaHAaT BO3MOXKHOCTe. CNMCOK KOHTPOANsA
goctyna.

7. MaHpaTHoe ynpasneHue goctynom. Mogenb benna-/lanagynol.
MN3onnpoBaHHaa nporpammHan cpesa.
AyTeHTUdMKaLMA nonb3oBaTenen. Paktopbl ayTeHTUPUKaLMM. OgHOPA30BbIN NAPOb.

10. MHorodakTopHasa ayTeHTUPUKaLMA. XpaHeHMe Naponen.

11. Anroputm nposepku LenoctHoctn HMAC.

12. AyteHTUdUKauma HOTP Ha ocHOoBe O4HOPA30BbIX NAPO/IEN.

13. AyteHTUdUKauma TOTP Ha ocHOBe 0AHOPA30BbIX NAPOAEN.

14. Anroputm OCRA - anroputm B3aMMHON ayTEHTUDUKALMM HAa OCHOBE B3aUMOZENCTBMA 3aNPOCOTBET.

15. BbasoBas moaenb pasrpaHudeHma goctyna B UNIX-nogobHbii cuctemax. Macka goctyna ana ¢gannos m
KaTanoros.

16. Yuet nonbsosateneit 8 UNIX-nogobHbiit cuctemax. daiin /etc/passwd. Yuet rpynn. XpaHeHue naposneii 8 UNIX-
Nofo6HbIN cucTeMax.

17. Ncesaononb3oBaTenun. CtaHaapTHbIe Nosib3osaTenu u rpynnbl B UNIX-noaobHbi cuctemax. Co3aaHmMe HOBOro
nosnb3osarens.

18. ®aisbl KOHUIypaLMM cUCTEMBI yYeTa Nonb3osaTenel B Linux. MHMLManM3auma 4OMaLlHero Kataaora HOBOro
nonb3osatena. CtTaHOAPTHbIE YTUANTbI YNPABAEHMA YYETHbIMK 3anmMcaMmn B Linux.

19. Linux: Bxoa nonb3osaTensa B cucrtemy.

20. PAM. Mogynn PAM. KoHdurypauma PAM. Kputepum ycnewHon ayTeHTUdUKaumm. PaclumpeHHbIn cTuib
KoHOUrypaumm B Linux.

21. CnucKM KOHTPONA AO0CTyNa U JONOAHUTeNbHble aTpnbyTbl dalinos B Gpaitnosbix cuctemax Linux.

22. Cuctema sudo. Mpasuna sudo. Pann sudoers. KypHan sudo.

23. 06A3aTenbHbll KOHTPOb LLENIOCTHOCTM U KOHTPOAb y4YeTHbIX 3anucei B Windows

24. OrpaHWYeHne Ucnoab3oBaHUA npunoxerHnin 8 Windows

25. MeceTeBoW 3KpaH Linux

26. MerceTeBoi aKkpaH Windows

27. Ayaut 6e3onacHocTu B Linux

28. Ayaut 6esonacHoctn B Windows

OnucaHue TeEXHONOTUN nposeaeHuUA

CobecepoBaHue npomssoanTcs B Gopme YCTHOrO OTBETa Ha 3aaHHbIi Bonpoc. Mpu HeobxoaMMOCTU NpenoaasaTesib
MOKET 334aBaTb YTOYHSAIOLLME BONPOCHI.

TPEGOBBHMH K BbINO/IHEHUIO 3ap,aHui71, WKaJbl U KpUTEPUU OLLEHUBAHUA

OueHKa 3HaHWI, YMEHUI U HAaBbIKOB, XapaKTepuaytoLlan stanbl GoOpMMUPOBaHUA KOMMNETEHLMI B pamKax U3ydeHus
AVCUMNMHDI, OCYLLLECTBAAETCA B XOAE TEeKYLLEW 1 NPOMEXKYTOUYHOM aTTecTaluit. Mpu oueHWBaHMM pe3ynsLTaToB
NPOMEKYTOUHOM aTTeCTALLMM UCNO/b3YETCA KONMYECTBEHHAA LWKaAa OLEHOK. OLEHKM 33 KOHTPO/IbHYIO paboTy U
nabopatopHble paboTbl CKNAAbIBAKOTCA C OLLEHKOM, NOYyYeHHOW Ha cobecenoBaHNuM, pe3ynbTaT Hopmupyetca K 100
6asnbHOM LWKase. MonyyeHHOoe 3HaYeHWe onpeaenseT yposeHb cHOPMUPOBAHHOCTY KOMMETEHLMI U UTOTOBYHO OLLEHKY
(moCTaTOUHbIN — YA0BNETBOPUTENBHO, XOPOLLO, OTIMYHO UAN HEAOCTATOYHbIN — HEYL0BIETBOPUTE/IBHO) COMNIACHO
cnenyloLein WwKane:

e  OLEHKa «oT/IM4Ho» —90...100 6annos

e  ougeHKa «xopowo» — 70...89 6annos

®  OUeHKa «yaoBnetTBoputenbHo» — 50...69 6annos
®  OueHKa «HeygosneTBopuTesbHO» — 0...49 6annos



